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Conceptual design
 using Agile Architecture – Emergent Design

Test the prototype
 with zones of trust 

Threat Model prototyping
Identify BUSINESS requirements

using Agile Architecture – Intentional Architecture

Revise, Enhance and Repeat
 Just enough information… 80/20 rule (Pareto)

CONCEPT
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Security champions will drive threat model activity

• running threat model sessions for security controls pre-sprint

• triaging discovered security issues pre-sprint

• providing security requirements for business requirements

• mitigation guidance is part of sprint Acceptance Criteria 

• Providing security mitigation help for team

CONCEPT
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Business security Strategy (overall)

• How the business meets 
future needs
• Provides a foundation for 

future business value
• Security needs to 

understand this to derive 
security requirements
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Agile Architecture Engineering

• Active stakeholder participation
• Establish lean security guidance, 

based on
• People
• Process
• Technology

• Focus on graphic as opposed to 
traditional documentation. E.G. 
flowcharts, diagrams, etc.
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Emergent Design – Pre-Sprint
• put threat modeling into practice 

during Sprint 0 (scope of system)

• Solid ovals are actual activities
• Dashed ovals are implicit

• 80/20 (Pareto) rule on all activities

• Security champions to drive the 
creation / use of threat models for 
their teams
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Emergent Design – In-Sprint

• Team must plan the security work 
that they will do that iteration

• Solid ovals are actual activities
• Dashed ovals are implicit

• Dashed ovals represent continuous 
activity

• Do a little bit of modeling and then 
coding, iterating back when necessary



8

Where and what to do during a development sprint
#

Threat Model sprint activities
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• Security champion will drive a STRIDE 
analysis (by the team) on all business 
requirements during Sprint 0

• Security requirements feed into threat 
model of system
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• Initial threat model should be very slim

• Capturing main business entities and 
security relationships
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• Security Champions will drive Iteration 
Modeling

• Initial rough threat model will give 
good estimates of security pattern 
integration
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• Tests should verify if the threats have 
been mitigated
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• A good threat model storming (‘spike’ 
session) can yield tangible output in 5 
to 10 minutes

• Use the model storming to explore the 
impact of a security requirement or to 
think through a secure design issue
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What are the steps?
#

Doing a Threat Model using RTMP
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Modern Defense-in-Depth

• Each layer should have independent 
security

• Data is the most important layer
• Modern Defense-in-Depth is similar to the 

Open Systems Interconnection (OSI) 
model
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Identify 
Nodes

• Find out their criticality from 
knowledgeable team 
members

• Add relevant metadata to each 
node to describe the purpose 
of the node 
• e.g. process
• Function
• Sub-system
• microservice
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Identify 
Flows
• Find out the logical 

communication connections 
between nodes

• Make the arrows point in the 
direction of the “request” as 
opposed to the “response”

• The “request” is usually the 
command and is more useful 
to attacker (dangerous)

• The “response” is usually data 
but not as dangerous as the 
“request”
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Number the 
Zones of Trust 
by criticality
• Not in control of system
•
• Boundary , external 

communication
•
• Low
•
• Medium
•
• High
•
• Critical , data hits the disk 
•
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Apply STRIDE 
by Zone math
• Spoofing (target node)

• ‘Not in control of system’ to any 
other

• Tampering 
• Less critical to more critical

• Repudiation
• Spoofing +Tampering, or T+S

• Information Disclosure
• More critical to less critical

• Denial of Service
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege 
• Less critical to more critical
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Apply STRIDE 
by Zone math
• Spoofing

• ‘Not in control of system’ to any 
other

• Tampering (on flow) 
• Less critical to more critical

• Repudiation
• Spoofing +Tampering, or T+S

• Information Disclosure
• More critical to less critical

• Denial of Service
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege 
• Less critical to more critical
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Apply STRIDE 
by Zone math
• Spoofing

• ‘Not in control of system’ to any 
other

• Tampering 
• Less critical to more critical

• Repudiation (target node)
• Spoofing +Tampering, or T+S

• Information Disclosure
• More critical to less critical

• Denial of Service
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege 
• Less critical to more critical
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Apply STRIDE 
by Zone math
• Spoofing

• ‘Not in control of system’ to any 
other

• Tampering 
• Less critical to more critical

• Repudiation
• Spoofing +Tampering, or T+S

• Information Disclosure (on 
flow)
• More critical to less critical

• Denial of Service
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege 
• Less critical to more critical
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Apply STRIDE 
by Zone math
• Spoofing

• ‘Not in control of system’ to any 
other

• Tampering 
• Less critical to more critical

• Repudiation
• Spoofing +Tampering, or T+S

• Information Disclosure
• More critical to less critical

• Denial of Service (target node 
and flow)
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege 
• Less critical to more critical
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Apply STRIDE 
by Zone math
• Spoofing

• ‘Not in control of system’ to any 
other

• Tampering 
• Less critical to more critical

• Repudiation
• Spoofing +Tampering, or T+S

• Information Disclosure
• More critical to less critical

• Denial of Service
• ‘Not in control of system’ to any 

other

• Elevation Of Privilege  (target 
node)
• Less critical to more critical
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Mitigation 
mapping

• Find framework 
mitigation based on 
STRIDE element 
mapped to a 
framework

• For example, find 
mitigation tactics for 
A07:2021-Identification 
and Authentication 
Failures

STRIDE OWASP Top 10 (OT10) 2021

L6. Elevation of Privilege A01:2021-Broken Access Control

L4. Information Disclosure A02:2021-Cryptographic Failures

L5. Denial-Of-Service A02:2021-Cryptographic Failures

L2. Tampering A03:2021-Injection

L2. Tampering A03:2021-Injection

L2. Tampering A05:2021-Security Misconfiguration

L4. Information Disclosure A05:2021-Security Misconfiguration

L5. Denial-Of-Service A05:2021-Security Misconfiguration

L6. Elevation of Privilege A05:2021-Security Misconfiguration

L5. Denial-Of-Service A06:2021-Vulnerable and Outdated Components

L6. Elevation of Privilege A06:2021-Vulnerable and Outdated Components

L1. Spoofing A07:2021-Identification and Authentication Failures

L2. Tampering A08:2021-Software and Data Integrity Failures

L3. Repudiation A09:2021-Security Logging and Monitoring Failures

L6. Elevation of Privilege A10:2021-Server-Side Request Forgery
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A07:2021-
Identification 
and 
Authentication 
Failures 

Mitigation 
Tactics

https://owasp.org/Top10/A07_2021-
Identification_and_Authentication_Failures
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