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Master the
basic techniques

Hitchhiker’s Guide for Threat Modeling

Understand the
underlying philosophy

Master the
combined sequences



PART 1- REVIEW OUR AMBITION:

HOW DO WE TEACH
PRACTITIONERS TO DO IT?

Look at what guidance is

already there

Look at how we guide as a

community

See how it relates to the Threat

Modeling Hitchhiker Guide
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2023 Hitchhiker’s Guide for Threat Modeling — The Rationale

Misuse Cases
Data Flow Diagrams / TAM

Papers (SANS, ...)
(Draft Status)
Communities


https://csrc.nist.gov/pubs/sp/800/154/ipd
https://www.microsoft.com/en-us/security/blog/2007/09/26/the-trouble-with-threat-modeling/
https://www.threatmodelingmanifesto.org/
https://shostack.org/files/papers/The_Jenga_View_of_Threat_Modeling.pdf
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PART 2- REVIEW OUR AMBITION:

HOW DO WE GET THE BUY-IN
FOR PRACTITIONERS TO DO IT?

How do we enable practitioners to

get the buy-in?

What does the expert community

see as the missing parts for better

acceptance?
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The Jenga View of Threat Modeling



https://shostack.org/files/papers/The_Jenga_View_of_Threat_Modeling.pdf
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TO WHICH EXTEND DOES THE FRAMEWORK
PROVIDE PRACTITIONERS TO GET THE BUY-IN
FROM THE BUSINESS?

* Basic concepts (Attack Trees, STRIDE, ...)
* Best practices

* Tools

* Reputation

How do we make it measurable? Which metrics/KPls could we promote
to advertise the value of Threat Modeling?

Hitchhiker’s Guide for Threat Modeling



Do
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TO WHICH EXTEND IS THE VALUE KNOWN TO OUR
SECURITY PEERS OUTSIDE APPSEC?

 SOC/Incident Response
* GRC

* BCM

* Network Security

What is required to make the outcome of a Threat Modeling
meaningful to other security disciplines? What are the fine twists and
enhancements that would bring it closer to their work?
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TO FIGHT IN ALL YOUR BATTLES AND WIN IS NOT THE
GREATEST ACHIEVEMENT. THE BIGGEST ACHIEVEMENT IS
TO BREAK THE RESISTANCE WITHOUT HAVING TO FIGHT.

[Kam Leung, Kung-Fu Master]
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Nick Kirtley, Aristiun e Grant Ongers, OWASP/SecureDelivery
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THREAT MODELING IS FOR EVERYONE



