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http://www.youtube.com/watch?v=lMVv3qz-rHs
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& Welcome aboard!

Hackathon Spirit

Hackathons are like marathons.

Some come to compete, and others come to learn, challenge themselves,

and have fun. Whatever brings you here, make sure you’re upholding the

spirit of the hackathon by collaborating with your teams, helping
beginners, and having fun!



Agenda (ET)

11:05 Keynote: Threat Modeling in the Age of Al
11:25 Hacker orientation

11:35 Words from the judges

11:40 Team meet & greet

11:50 Break

Noon Workshop: Threat Modeling Kata




e o
e ©

.....

KEYNOTE SPEECH

Threat Modeling
in the Age of Al

April 2, 11:00am ET

Speaker

Adam Shostack

President @ Shostack + Associates
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HACKATHON

APRIL 1-21, 2024



Hacker orientation




Schedule

April 1

April 2

April 1-8

April 21

May 2

Prompt announced

Global kick-off

Meeting with mentors

Submission deadline

Closing ceremony




Get started

Join our Slack
workspace and connect
with your team through
private channels set up

by your team captains
@tmchackathon.
slack.com

Get the Hackathon
Guide on
threatmodelingconnect

.com/p/hackathon

¥
Bookmark the
Hackathon landing
page for prompt,

resources, examples,

recordings:
threatmodelingconnect

.com/p/hackathon



http://threatmodelingconnect.com/p/hackathon
http://threatmodelingconnect.com/p/hackathon
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Prompt and rules

Available on https://www.threatmodelingconnect.com/p/hackathon

Always capture your assumptions if something in the prompt is unclear

No automated threat modeling tools are allowed. Diagramming tools are OK.
Two parts in the deliverable - the reflection is as important as the threat model.
Questions about the prompt? Post them in #prompt-questions.


https://www.threatmodelingconnect.com/p/hackathon

Mentorship

Each team is paired with a mentor throughout the hackathon:

e One allocated 30-minute meeting during the first week, Follow-up meetings may be scheduled with
your mentor should both parties agree.

e Support through Slack: be respectful of each other’s time. Discuss the expectations of response time
upfront.

Your mentors are here to help you grow:

e Navigate through the hackathon
e What you want to get out of this experience, what new skills you seek to learn.



The mentor lineup

MENTOR

HACKATHDN

200N TN 20

WENTOR \ ‘g ," MENTOR e a il
HACKATHON B HACKATHON ”*‘%

L L& e

Edouard Stoka Tyson Garrett

Daniel Agota

Sr. Security Consultant Sr. Application Security Architect, ADP CTO, TrustOnCloud
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Natalia Girabet Massot Atul Chaturvedi

John Taylor

Tech Lead, IriusRisk Sr. Manager, Global Cybersecurity A&E, Cyber Security Architect, Fiskars Group

Deloitte



The mentor lineup
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Michael Bernhardt

Product Security Manager, Telefonica
Germany

MENTOR
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Dave Soldera

Security Architect, Electronic Arts (EA)

MENTOR
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Joshua Holmes
Cyber Security Consultant, securelO GmbH

MENTOR
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Simone Curzi
Cyber Security Principal Consultant,
Microsoft

MENTOR
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Mariia Tiurina
Senior Application Security Engineer ,Outseer

MENTOR
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Altaz Valani

Principal Advisory Director, Info-Tech
Research Group



aaaa

The mentor lineup
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Alvaro Pérez
Sr. Developer & Security Champion, IriusRisk

MENTGR
KATHON

APRIL 1-21, 2024

HA

Steven Wierckx

Product Security Team Lead, Toreon

MENTOR
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Jonny Tennyson

Head of Customer Success, Secure Code
Warrior

MENTOR
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Georges Bolssens

Threat Modeling Consultant, Toreon

MENTOR
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James Rabe
Global Technical Program Manager, IriusRisk

MENTOR
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Mariia Tiurina

Sr. Application Security Engineer, Outseer



Prizes

Winners will be announced at the Closing Ceremony on May 2nd. Each qualified member on
the winning team will receive:

amazon

Gift Card

SPRING ‘24
A $500 USD Amazon An exclusive A ticket to the Elevation of
gift card champion badge Privilege Game hosted by

Adam Shostack




Share and win

Share your stories, snapshots, or whatever brought out your team pride on either platform:

e Social media: Use the hashtag #threatmodelinghackathon and tag @Threat Modeling Connect
e Event slack: Drop your highlights in the #team-spirit channel

3 winners will be selected for a special prize.

Hint: Showcasing evidence of collaboration earns your team bonus points on the grading rubric.



Everything shared above can be found in the Hackathon Guide
available on www.threatmodelingconnect.com/p/hackathon.

Slack channel guide:

#ask-organizers: for support questions
#prompt-questions: for questions related to the prompt
#announcements: updates, recordings, reminders


http://threatmodelingconnect.com/p/hackathon

Words from the judges




Judging Panel
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Brook Shoenfield
CTO & Chief Security Architect, Resilient Software Security

Dr. Kim Wuyts
Manager, Cyber & Privacy, PwC

JUDGE
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Robert Hurlbut Avi Douglen

Principal Application Security Architect & Threat Modeling Lead, Aquia Founder and CEO, Bounce Security
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| S Learn, grow, compete,
And don’t forget to...
have fun!

GOOD LUCK



¢ Time for an epic group photo




Team meet & greet




Next up: Threat Modeling Kata Workshop

@11:00am ET

Zoom link in the chat



Good luck, threat modelers!

Looking forward to seeing the incredible threat models
you’re going to build over the next three weeks.

See you at the Closing Ceremony on May 2nd.



