


Get threat model examples, curated content, and event updates delivered to 
your inbox every month.

👉  threatmodelingconnect.com/join-the-community

http://threatmodelingconnect.com/join-the-community


Join the TMC forum to connect with peers, ask questions, share insights.

👉  threatmodelingconnect.discourse.group  

http://threatmodelingconnect.discourse.group


👉  https://www.threatmodelingconnect.com/hackathon

https://www.threatmodelingconnect.com/hackathon


Call for Papers for ThreatModCon Barcelona opens now through Feb 28th.

👉  threatmodcom.com

https://www.threatmodcon.com/




About the Community Meetup

Our goal
Exchange real-world experience, share practical knowledge, validate ideas to 
improve our own practice.

Today’s agenda (ET)
12:00    Welcome & intro 
12:05    Presentation
12:25    Q&A
12:55    Closing and announcement





Success and 
Metrics



Caroline to start adding content
Note for Caroline:  I added only three 
blank slides as a placeholder but feel 
free to add more as needed.

The trouble with schools is – they 
always teach the wrong lessons





BSIMM



OWASP SAMM



SAMM Threat Modeling: Maturity Level 1



SAMM Threat Modeling: Maturity Level 2



SAMM Threat Modeling: Maturity Level 3



Risk Management Objectives

1. Use trust/security/privacy as a 
competitive differentiator

2. Comply with a regulatory 
requirement, contractual 
obligation, or industry standard

3. Achieve a defensible level of “due 
care”

4. Achieve a comparable level of 
trust/security/privacy as peers 
and/or competition

4. Prevent the same cybersecurity 
problems from happening over and 
over again
5. Reduce the probability that 
malicious attackers can stop critical 
systems from functioning
6. Require fixes for security bugs for 
which well known attacks exist



Watch my 40 min course on Security Metrics, at no cost!

https://www.linkedin.com/in/carolinewmwong/
Featured → 4th post
In comments: 
Security Metrics Insights, also known as "How to 
Ask for Security Budget ... And Get It!"

https://www.linkedin.com/in/carolinewmwong/


Zoom group photo



Q&A



Question:

Would a system complexity measure be helpful to 
normalize and compare all of the other metrics? And 
if so, are there recommended ways to (easily) 
measure complexity? 



Question:

What's the benchmark for setting the success matrix 
for threat modeling programs? 



Question:

How do you promote the qualitative value of threat 
models in a world that focuses on quantitative measures?



Question:

Depends on the proposed metrics, but I'm always 
interested to see how metrics handle the 'Cobra Effect'



Question:

How do you measure or assess the adoption of Threat 
Modeling across Development Lifecycle?



Question:

Assuming that a dev team does a fantastic job in securely 
designing a software system and no findings are 
identified in threat modeling, how can we measure that 
the threat model review was successful / effective? 
Activity/progress metrics are not applicable in my case (e.g. how many hours we spent in 
threat modeling). 



Question

How do you identify the word success for Threat 
Modeling?



Question:

Any suggestions for measuring the output of threat 
modeling against the actual implemented security 
controls?



Additional Questions



Take home messages 
from Caroline



To our 
Speaker of the 
Month - 
Caroline 
Wong



Slides & Recording 
Available on the TMC forum next Monday
threatmodelingconnect.com (Click the “Forum” button)

Upcoming events
● TMC Tokyo Meetup (Jan 29th)
● Global Meetup “It’s Game Time: Elevation of Privilege & Byte Club”  (Mar 26th)
● Threat Modeling Hackathon: Registration opens on Feb 3
● ThreatModCon 2025 Barcelona (May 30-31) & Washington, D.C (Nov 7-8)

lu.ma/threatmodelingconnect

Call for Papers
ThreatModCon 2025 Barcelona: Open nows through Feb 28th
threatmodcon.com

http://threatmodelingconnect.com
https://lu.ma/threatmodelingconnect
http://threatmodcon.com

