A medical device company uses
IriusRisk Threat Modeling to make
medical devices safer and more
secure for its patients and users.



The company automates risk identification
and mitigation



Testing, remediation and FDA approval

( (
Using the On-Premise version In addition to this, a lot of
of IriusRisk, and storing data documentation is to be provided
locally, the company, decided in order for the FDA submission
to threat model the internal to be completed, and therefore
device as its first medical the company required a tool
device. With a very complex that would support in identifying
diagram and multiple and prioritizing risks, suggesting
connection points, coupled mitigations, while also
with a small resource to work understanding compliance
on this, the company needed requirements and allowing the
to lean on IriusRisk and its Security Team to rely on it for
partner network for support. requlatory assessments.




Security Team independently creating threat models and
managing risks in an automated and repeatable way.




Benefits of using IriusRisk:

Customization:

The company
was able to add
its own unique
hardware com-
ponents, and
custom rules to
further improve
the results of
their threat
model and

associated risks.
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Time
saving:

Automating
threat modeling
processes with
IriusRisk has
saved crucial time
for a small team
working on the
threat model
project and its
required actions.

Training
Certification:

The IriusRisk
Training
Certification is
supporting this
business unit to
roll out the tool to
other teams and
gain broader
buy-in.

Partner
collaboration:

IriusRisk’s Partner
Network was a
great support to
build the very first
complex threat
model and include
all of the right
content for the
project.

Prioritized risks
and controls:

Being able to
automate this
output to see a
list of risks and
countermeasures
has been a benefit
in terms of time
and resource.

Supports
compliance:

IriusRisk allowed
processes and
documentation

to be provided to

the FDA to obtain
approval on the

first device in this
project that was
threat modeled.
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How would you sum up the benefits of IriusRIsk
in just one sentence?

€ 6 There have been Iots of advantages,
but the main thing is that there’s one
place and one structure to automate
the first stage of our threat analysis.

Product Security Engineer
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